Visualizationand HMI Human-MachineInterface) in Substations

Abstract

This paper reviews a modern compwasised design for visualization and manual control of substation and feeder apparatus. This
visualization desiggl O (i dzI f £ &Madchinél yiziYS NOF | O S focugedlprimdrilg dn &pplication in medium voltage (12kV
38kV) and high voltage (69/138kV and up) electric utllitd plantsubstations. Included in this paper: brief history of substation
visualization, page types amskamples, animation techniqugsedundancysecurityand advantages

History of Visualiztion in Substations
In order to better understand the architecture of modern substation visualization, it is helpful to review the progressantiesf
designs, from hardvired solutions, through early computerized visualization, to the comphteted HVI.

Terms used in this section
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and with some ability to communicate with other local and remote IEDs. Examples cfuliddation RTUs, protective

relays, panel meters, voltage regulators, tap changer controllers, recloser controls, transformer monitors, recorders, etc.

Hardwired Solutions

Some form of visualization has always been required in electrical substatitorjdaly in the form of electromechanical panel
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situational awarenessandto enable local contrdby substation operatorsMany sulstations continue to employ elements of these
legacy designs in their visualization designs. Two legacy designs are shown it Bijave
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Figurel: Two examples of legacy substation visualization

Computerized Solutions

The advent othe industriallyhardened computer chip brought intelligencerdigurability and reduced wiringp substation
visualization. Haravired alarm annunciators were replaced with softwahéven designs where alarm conditions could be accessed
through communication protocols from IEDs. Singlepose panel meters were replaced with computerized rdfultiction

versions, where one meter could measure and digitize thpkase currents and voltages and accurately calculate volts, amps,
frequency, power factor, Watts, VARharmonics, energy and hundreds of other values.

Figure2: Computetbased Tile Alarmnnunciator and early (199BjtronicsMultifunction Panel Meters



First Generation HMIs: PC Hosting

In North America, the first generation of @sted substation HMIs appeared in the 1980s and were an outgrowth of the industrial
HMI and the industrial PC used in factories. While powefifetjible and weklsupported, tre earlyhardware lacked the spdi

features required for substation applications, includinglbV dc battery power, wide temperature range aldctricalnoise

immunity. Most also used fans, filters, rotating media and inverter power which contributledvier reliability anchigher

maintenance than desired in these unmanned, remote substation applications. Software challenges included separate HWI and R
databases, long learning curve, and lack of support for utility protocols, utility applications and substation symbo$ gfynting

this time, a US engineering firm estimated that the cost ofghbstationHMI was as high as the other substation automation
combined. As a result, only a small percentage of the largest substatseusthese early generation HMIs

Second Generabn: Much Better PCs

By the late 1990s, the PCs hostthg HMI applicationbecame ruggedized with the same power slypand environmental immunity
asother IEDs in the substation, améw communication softwaradded support for utility protocols sucks DNP3, IEC 6183(and

IEC 61850. New utilitypecific HMI software reduced learning curve and implementation cost, and application expanded. Challenges
of the HMI being a separate system with a separate HMI database remained.

Third Generation: BrowseTechnology

Browsers for the web made possible universal viewing of pages served from computers withoueeiay spitware, and, by the
mid-2000s, this architecture gradually started to replace PC hosting of the HMI application. The big advantage tvad-lt
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substation as a portable laptop.
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New PC Challenges: Security Patching and NERC CIP Compliance

The ubiquity of PCs, combined with an architecture designed for easy addition ep#rirdsoftware, makes them a target for

hackers. In environments whethe PC is in close proximity to maintenance personnel, frequent security patching is challenging,
but manageable. Patching PCs in 100 unmanned and remote electrical substations is a much more consuming task. Furthermore
the HMI is often a broadbard0 OSa 8 SR RSGPAO0S: 2y (KS aaSOdzZNAGe LISNAYSGHESNE 2
according to manyationalsecurity agencies, including the US Department of Homeland Security. This mandates stringent and
costly cyber security measures, inding firmware and configuration tracking, access logging and password management.

Fourth Generation: BuitA y a5ANBOG A RS2¢

In an effort to reduce cyber security compliance efforts and to reduce costs, suppliers of moderg RWJshore often referrd to
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web pages are both served out and browsed by the same computer, necessitatingamitpr, keyboard and mouse connections.

This eliminates the browsing PC or the HMI hosting PC, reducing one expensive box from the automation architecture, and
simplifying compliance efforts. See Fig@reelow.
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Figure3: Substation automation system withe visualizatiorHMI built inb the Automation Platform
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The principles othe Direct Video HMI include both the hosting of the HMI application in the Automation Platform, and the direct
attachment of the monitor and keyboard to theutomation Platform. Visualization is accomplished as follows:

1) The Automation Platform accesses réale data from IEDs in the substation: I/O module IEDs, protective redayg)

2)

3)

4)

meters,specialized controllers, etc. Typicahgmonents are shown ithe substation rack pictured iRigure4. These data

are stored in a rediime database for access by the Hafiplication and other automation applicationstarming, Sequence

of Events Recording, SCADA, Email, Math and lebgid) graphical representatip 2 F G KS&aS aRI GF a2 dzN
is depictedn Figureb.

“Direct Video”
HMI

1/0 module
IEDs

Automation
Platform

Keyboard and
Mouse Tray

Other IEDs

Figure4: Components in a substation automation system including HMI, IEDs and Automation Platform
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Figure5: The data sources and data users in an Automation Platform

Theautomation platform exports redime datato the web application usingmechanism such as XML file transfers. This
reaktime data animates the web page, enabling text and graphic elements to change as real substation events change.
Animation techniquesire described in a later section.

The custom webpage is developed using a graphics editor with tools to draw and import objects and link objects to the
imported data. Tools and styles vary, but desired features here are opermnognietary products thacreate pages that
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The monitor itself may be conventional or touch screen, and may be connected to the Automation Platform with any of the
standard commerciakechniques such as VGA, HDMI, DVI or Display Port. Important features here include environmental
ruggedness and ideally, a-425V dc power supplypual monitor support may be important in the larger, more critical
substations.



Visualization Applicatios in the Electrical Substation
The versatile modern visualization system provides multiple pages for expandaticsitd awarenessCommon types of pages are
described below.

Theanimated oneline (or singleline) diagramis a graphical representatiasf the substation apparatus and conductors from an
overhead view. A single conductor is shown insteathefactual threephase conductors to simplify viewing and page construction.
Animation typically includes redilme numerical display of power systemeasurements, breakers and switches shown in red or
green to indicate opened and closed status, some form of hitghesl alarm annunciation, and navigation to other pages. Control of
breakers may be done from this page, but it usually performed fromyhdart 6 SR L95 a1 22Y &aAONBSy¢
Figure6 below is a ondine-diagram used for a central US distribution substation.
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Figure6: Typical substation oréne-diagram

Theanimated zoom screels accessed from the oAae diagram page by clicking on a URL link graphic, usually a breaker or other
apparatus. The zoom screen is designed to appear as the real IED appears in the substation and includes animated Efabtspanel
and numerical data displays. If the IED being kted is capable of tripping and closing breaker, the control buttons will usually
appear on this screen.
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Figure7: Typical substation zoom screen
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TheTile Alarm Annunciatodisplays active alarms on one or more pages. Typical animation converfioracive alarms to blink
red, acknowledged alarms to go solid red, and for inactive unacknowledged alarms to go dark green. Acknowledgemenyis done b
clicking on the tiles or touching thenf\ typical annunciator is shown in Figie
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Figure8: Softwarebased Alarm Tile Annunciator

Thealarm history, shownin Figured, provides more alarm detail including time stamps and a Iystd all of the instances of a
point going into and out of alarm, when acknowledged and by whom. Important features for the alarm history include a
GoAYR26AYTE D&innindzhkB end tin® Nikdow can be selected giamt filtering to simplifylocation ofspecific
points anda column editorto simplify viewing
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Figure9: Alarm histonypage



TheSequence of Events (SGd)d ArchiveReportdisplays a timestamped sequence of substation eveatsd archived data. See
Figurel0. As with the Alarm History, desirable features include time windowing, point filtering and column editing.

FigurelQ: Archived data table

Thetrending pageenables selected archivathta to be graphically depicted over a selected period of time. fgsd1.

Figurell: A oneday trend of three line currents, every 30 minutes



