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Abstract 
This paper reviews a modern computer-based design for visualization and manual control of substation and feeder apparatus. This 
visualization design ς ŀŎǘǳŀƭƭȅ ŀ άIǳƳŀƴ-Machine-LƴǘŜǊŦŀŎŜέ ƻǊ άIaLέ -  focuses primarily on application in medium voltage (12kV ς 
38kV) and high voltage (69/138kV and up) electric utility and plant substations. Included in this paper: brief history of substation 
visualization, page types and examples, animation techniques, redundancy, security and advantages. 
 

History of Visualization in Substations 
In order to better understand the architecture of modern substation visualization, it is helpful to review the progression of earlier 
designs, from hard-wired solutions, through early computerized visualization, to the computer-hosted HMI. 
 

Terms used in this section: 
IED ς  ! ŎƻƳǇǳǘŜǊƛȊŜŘ άIntelligent Electronic DŜǾƛŎŜέ ƻŦ ŀƴȅ ǎƛȊŜ ƻǊ ŎƻƳǇƭŜȄƛǘȅΣ ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ ǎǳōǎǘŀǘƛƻƴ ƻǊ ƻƴ ǘƘŜ ƭƛƴŜκŦŜŜŘŜǊ 
and with some ability to communicate with other local and remote IEDs. Examples of IEDs: substation RTUs, protective 
relays, panel meters, voltage regulators, tap changer controllers, recloser controls, transformer monitors, recorders, etc. 

  
Hard-wired Solutions 
Some form of visualization has always been required in electrical substation, historically in the form of electromechanical panel 
ƳŜǘŜǊǎΣ ŀƭŀǊƳ ƭƛƎƘǘǎΣ ǇƘȅǎƛŎŀƭ άƳƛƳƛŎ ōǳǎέ ǊŜƴŘƛǘƛƻƴǎΣ ŀƴŘ ŎƻƴǘǊƻƭ ǎǿƛǘŎƘŜǎΦ  ¢ƘŜ ǇǳǊǇƻǎŜ of this visualization was to provide 
situational awareness and to enable local control by substation operators. Many substations continue to employ elements of these 
legacy designs in their visualization designs.  Two legacy designs are shown in Figure 1 below: 

 
                       Figure 1: Two examples of legacy substation visualization 

 
Computerized Solutions 
The advent of the industrially-hardened computer chip brought intelligence, configurability and reduced wiring to substation 
visualization. Hard-wired alarm annunciators were replaced with software-driven designs where alarm conditions could be accessed 
through communication protocols from IEDs.  Single-purpose panel meters were replaced with computerized multi-function 
versions, where one meter could measure and digitize three-phase currents and voltages and accurately calculate volts, amps, 
frequency, power factor, Watts, VARs, harmonics, energy and hundreds of other values. 

 
Figure 2: Computer-based Tile Alarm Annunciator and early (1995) Bitronics Multifunction Panel Meters 

  



First Generation HMIs: PC Hosting 
In North America, the first generation of PC-hosted substation HMIs appeared in the 1980s and were an outgrowth of the industrial 
HMI and the industrial PC used in factories. While powerful, flexible and well-supported, the early hardware lacked the specific 
features required for substation applications, including 48-125V dc battery power, wide temperature range and electrical noise 
immunity.  Most also used fans, filters, rotating media and inverter power which contributed to lower reliability and higher 
maintenance than desired in these unmanned, remote substation applications.  Software challenges included separate HMI and RTU 
databases, long learning curve, and lack of support for utility protocols, utility applications and substation symbol graphics.  During 
this time, a US engineering firm estimated that the cost of the substation HMI was as high as the other substation automation 
combined. As a result, only a small percentage of the largest substations used these early generation HMIs. 
 
Second Generation: Much Better PCs 
By the late 1990s, the PCs hosting the HMI application became ruggedized with the same power supply and environmental immunity 
as other IEDs in the substation, and new communication software added support for utility protocols such as DNP3, IEC 61870-5 and 
IEC 61850. New utility-specific HMI software reduced learning curve and implementation cost, and application expanded. Challenges 
of the HMI being a separate system with a separate HMI database remained. 
 
Third Generation: Browser Technology 
Browsers for the web made possible universal viewing of pages served from computers without any special software, and, by the 
mid-2000s, this architecture gradually started to replace PC hosting of the HMI application. The big advantage was that the HMI 
ŀǇǇƭƛŎŀǘƛƻƴ ōŜŎŀƳŜ ǇŀǊǘ ƻŦ ǘƘŜ w¢¦Σ ǳǎƛƴƎ ǘƘŜ ǎŀƳŜ ŘŀǘŀōŀǎŜΦ tŀƎŜǎ ǎŜǊǾŜŘ ŦǊƻƳ ǘƘŜ w¢¦ ŎƻǳƭŘ ōŜ ōǊƻǿǎŜŘ ōȅ ǎƛƳǇƭŜǊ t/ǎ ƻǊ άǘƘin 
ŎƭƛŜƴǘǎέΣ ōƻǘƘ ŎƘŜŀǇŜǊ ŀƴŘ ƳƻǊŜ ǊǳƎƎŜŘΦ  ¢ƘŜ ōǊƻǿǎƛƴƎ t/ ŎƻǳƭŘ ŀƭǎƻ ōŜ ŘŜŘƛŎŀǘŜŘ ŀƴŘ ƭƻŎŀƭΣ or remote, or carried into the 
substation as a portable laptop.  
 
New PC Challenges: Security Patching and NERC CIP Compliance 
The ubiquity of PCs, combined with an architecture designed for easy addition of third-party software, makes them a target for 
hackers.  In environments where the PC is in close proximity to maintenance personnel, frequent security patching is challenging, 
but manageable.  Patching PCs in 100 unmanned and remote electrical substations is a much more consuming task.  Furthermore, 
the HMI is often a broadband-aŎŎŜǎǎŜŘ ŘŜǾƛŎŜΣ ƻƴ ǘƘŜ άǎŜŎǳǊƛǘȅ ǇŜǊƛƳŜǘŜǊέ ƻŦ ǘƘŜ ǎǳōǎǘŀǘƛƻƴΣ ƳŀƪƛƴƎ ƛǘ ŀ ŎǊƛǘƛŎŀƭ ŎȅōŜǊ ŀǎǎŜǘ 
according to many national security agencies, including the US Department of Homeland Security. This mandates stringent and 
costly cyber security measures, including firmware and configuration tracking, access logging and password management.   
 
Fourth Generation: Built-ƛƴ ά5ƛǊŜŎǘ ±ƛŘŜƻέ 
In an effort to reduce cyber security compliance efforts and to reduce costs, suppliers of modern RTUs ς now more often referred to 
ŀǎ ά!ǳǘƻƳŀǘƛƻƴ tƭŀǘŦƻǊƳǎέΣ ά!ǳǘƻƳŀǘƛƻƴ /ƻƴǘǊƻƭƭŜǊǎέ ƻǊ DŀǘŜǿŀȅǎέ ς are building the HMI into the RTU.  In one common design, 
web pages are both served out and browsed by the same computer, necessitating only monitor, keyboard and mouse connections. 
This eliminates the browsing PC or the HMI hosting PC, reducing one expensive box from the automation architecture, and 
simplifying compliance efforts. See Figure 3 below. 

 
         Figure 3: Substation automation system with the visualization HMI built into the Automation Platform 

  



Iƻǿ ά5ƛǊŜŎǘ ±ƛŘŜƻέ ±ƛǎǳŀƭƛȊŀǘƛƻƴ ²ƻǊƪǎ 
The principles of the Direct Video HMI include both the hosting of the HMI application in the Automation Platform, and the direct 
attachment of the monitor and keyboard to the Automation Platform. Visualization is accomplished as follows: 
 

1) The Automation Platform accesses real-time data from IEDs in the substation: I/O module IEDs, protective relays, panel 
meters, specialized controllers, etc.  Typical components are shown in the substation rack pictured in Figure 4. These data 
are stored in a real-time database for access by the HMI application and other automation applications: Alarming, Sequence 
of Events Recording, SCADA, Email, Math and Logic, etc.  A graphical representatioƴ ƻŦ ǘƘŜǎŜ άŘŀǘŀ ǎƻǳǊŎŜǎ ŀƴŘ άŘŀǘŀ ǳǎŜǊǎέ 
is depicted in Figure 5. 

 
Figure 4: Components in a substation automation system including HMI, IEDs and Automation Platform 
 

 
Figure 5: The data sources and data users in an Automation Platform 
 
 

2) The automation platform exports real-time data to the web application using a mechanism such as XML file transfers.  This 
real-time data animates the web page, enabling text and graphic elements to change as real substation events change.  
Animation techniques are described in a later section. 
 

3) The custom webpage is developed using a graphics editor with tools to draw and import objects and link objects to the 
imported data. Tools and styles vary, but desired features here are open, non-proprietary products that create pages that 
ŀǊŜ άǎŎŀƭŀōƭŜέ ŦƻǊ ǇŀƎŜ ǾƛŜǿƛƴƎ ƻƴ ƳƻƴƛǘƻǊǎ ƻŦ ŘƛŦŦŜǊŜƴǘ ǎƛȊŜǎ ŀƴŘ for viewing on cell phones. 
 

4) The monitor itself may be conventional or touch screen, and may be connected to the Automation Platform with any of the 
standard commercial techniques such as VGA, HDMI, DVI or Display Port.  Important features here include environmental 
ruggedness and ideally, a 48-125V dc power supply. Dual monitor support may be important in the larger, more critical 
substations. 

  



Visualization Applications in the Electrical Substation 
The versatile modern visualization system provides multiple pages for expanded situational awareness. Common types of pages are 
described below.   
 
The animated one-line (or single-line) diagram is a graphical representation of the substation apparatus and conductors from an 
overhead view. A single conductor is shown instead of the actual three-phase conductors to simplify viewing and page construction.  
Animation typically includes real-time numerical display of power system measurements, breakers and switches shown in red or 
green to indicate opened and closed status, some form of higher-level alarm annunciation, and navigation to other pages. Control of 
breakers may be done from this page, but it usually performed from the aƴƛƳŀǘŜŘ L95 άȊƻƻƳ ǎŎǊŜŜƴέ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ ƴŜȄǘ ǎŜŎǘƛƻƴΦ 
Figure 6 below is a one-line-diagram used for a central US distribution substation. 

 
Figure 6: Typical substation one-line-diagram 

 
The animated zoom screen is accessed from the one-line diagram page by clicking on a URL link graphic, usually a breaker or other 
apparatus. The zoom screen is designed to appear as the real IED appears in the substation and includes animated front panel LEDs 
and numerical data displays.  If the IED being simulated is capable of tripping and closing breaker, the control buttons will usually 
appear on this screen. 

 
Figure 7: Typical substation zoom screen 

  



The Tile Alarm Annunciator displays active alarms on one or more pages.  Typical animation convention is for active alarms to blink 
red, acknowledged alarms to go solid red, and for inactive unacknowledged alarms to go dark green.  Acknowledgement is done by 
clicking on the tiles or touching them.  A typical annunciator is shown in Figure 8. 
 

 
Figure 8: Software-based Alarm Tile Annunciator 

 
 
The alarm history, shown in Figure 9, provides more alarm detail including time stamps and a history of all of the instances of a 
point going into and out of alarm, when acknowledged and by whom. Important features for the alarm history include a 
άǿƛƴŘƻǿƛƴƎέ ŦŜŀǘǳǊŜ ǿƘŜǊŜ ŀ beginning and end time window can be selected plus point filtering to simplify location of specific 
points and a column editor to simplify viewing. 
 

 
Figure 9: Alarm history page 

  



The Sequence of Events (SOE) and Archive Report displays a time-stamped sequence of substation events and archived data. See 
Figure 10.  As with the Alarm History, desirable features include time windowing, point filtering and column editing. 
 

 
 
Figure 10: Archived data table 

 
 
The trending page enables selected archived data to be graphically depicted over a selected period of time. See Figure 11. 
 

 
   
 Figure 11: A one-day trend of three line currents, every 30 minutes 

  


